How to identitfy
malicious URLs

Think

Before
You

Click

Malicious URLs can be well
disguised and hard to identify

Observe

Observe

URL looks “suspicious™ ?
Always pay attention!
Even if it looks legitimate!

B Other bookm

Many websites use hyperlinks to
redirect users to other webpages
which may be malicious. ‘ S

Password ‘

Having trouble logging in?

1.Always check hyperlinks.

2.Select the link then right click
and copy it.

3.ViSit a WebSite “ke Analyze suspic

: http://bit ly/RefundPayPal
virustotal.com, paste the link

and check if the URL is i M
legitimate or malicious. _
... 0 S
Hint: If it is detected as malicious
then it is malicious! hitp:/bit ly/RefundPayPal Q ‘

Click,

if everything is OK.
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