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Incident response guidelines

® Category: Protect one’s self and others

® Activity Description:
Attempt to recover your files after falling
victim of ransomware

® Aims (What are you going to learn?):
At the end of this lesson you will be able to:

o ldentify encrypted (locked) files,
o Use the nomoreransom service

® What are you going to need?

Software:

o Web browser



® Audience/target group: Adults
® Time needed: 5 minutes + time for decryption

®Level of difficulty:

® Before we start we need to ensure that the user has:

O good skills of web navigation,
O confidence in navigating through their files and folders

O ability to conduct google searches and follow step by step
instructions of removing ransomware

® Related antivirus platforms:

O Virustotal.com z V||"USTOtaI



O STEPS TO ATTEMPT FILE RECOVERY FROM
RANSOMWARE

If your computer is infected, your screen will look something like this:

Address:

Amount :




1 - Ideally you need to remove the ransomware from
the computer. This can be a complex task
depending on the type of ransomware. If you are
unsure about this, you should seek expert’s
assistance. If you wish to proceed you should copy
only your encrypted files to a clean disk.

2.0pen a web browser, e.g. Google Chrome and type

the web address (link) nomoreransom.org to go to the site
website, as shown in the image below.

' @ https://www.nomoreransom.org/en/index.html
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Crypto Sheriff : QRA Decryption Tools Report a Crime Partners About the Project

New decryptor for LambdaLocker available, please click here.

NEED HELP unlocking your digital life
without paying your attackers*?

Ransomware is malware that locks your computer and mobile devices or encrypts your electronic files. When this
happens, you can't get to the data unless you pay a ransom. However this is not guaranteed and you should never pay!

() (*)
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3.Click at the Crypto Sheriff tab, located at the top left of the
page. The following page will appear:

Crypto Sheriff Ransomware: QA Prevention Advice Decryption Tools Report a Crime Partners About the Project

CRYPTO SHERIFF

To help us define the type of ransomware affecting your device, please fill in the form below. This will enable us to check whether there is a solution available. If there is, we
will provide you with the link to download the decryption solution.

= By sending files to scan, | accept the REGULATION ON THE DATA PROVISIONING .

Upload encrypted files here (size cannot be larger than 1 MB) Type below any email, website URL, onion or/and bitcoin address you see in the

RANSOM DEMAND. Note: Be especially accurate with the spelling.

i ( T ) | Choose first file from PC

i T ) Choose second file from PC
4 Or upload the file (.txt or .ntml) with the ransom note left by criminals

GO! FIND OUT

4. Click on “Chose first file from PC” and select any encrypted file.
This can be a picture (jpeg) or an MS document (doc, docx, xlsx,
etc.). Do the same with a second file, by clicking on “Chose
second file from PC”



5. possible, find a file with the description of the ransomware
demand - this is not necessary:




6.Click on G0! FIND OUT

7.ifthere is a decryptor available, you will get a screen like this:

B FORE BEREECED

Crypto Sheriff Ransomware: Q8A Prevention Advices Decryption Tools Report a Crime About the Project

TESLACRYPT V.4

You have been infected by Teslacrypt v.4. We can help you! Good news!
Step 1: READ FIRST and DOWNLOAD

Important! Before downloading and starting the solution, click the READ FIRST and read tr.e manual. Make sure you remove the malware from your system first, otherwise it

will repeatedly lock your system or encrypt files. Any reliable antivirus solution can do thi.: fc. yot

Step 2: Report a crime

8 = Click on “Download” and follow the instructions of the respective descriptor.

9 = If there is no descriptor available, you will get a screen like this. In this case you should click on
“Report a crime”
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Crypto Sheriff Ransomware: QA Prevention Advices Decryption Tools Report a Crime About the Project

BAD NEWS

Sorry! We don't yet have a solution to help you but we are actively looking for it
Please make sure you are uploading a ransom note and encrypted sample file from the same infection

It is recommended to backup your encrypted files, and hope for a solution in the future

t we do have.

Do I regularly backup my fileson a
different PC/ storage medium?

Do | know what process to follow in
order to remove ransomware?

Can | use confidently the
nomoreransom service?

Lesson Assessment



