Router administration and configuration

® Category: Technical skills

® Activity Description:
Changing your router’s password

® Aims (What are you going to learn?):
At the end of this lesson you will be able to:

o Login and inspect your router’s settings
o Change the default password



® What are you going to need?
Software:

o Web browser
o Command line

® Audience/target group: Adults
® Time needed: 15 minutes

® Level of difficulty:

® Before we start we need to ensure that the user has:

O intermediate skills of web navigation

O knowledge of what an IP address is



YOUR HOME ROUTER

The home router is a quite misunderstood
device. It has now become part of the
home’s furniture, sleeplessly and tirelessly
fulfilling a very important job: making sure
you are connected to the Internet.

Yet, it is not appreciated...the majority of
the households have never spent any time
to check up on this great device. We only \
tend to look at it when there are less lights
flashing and bleeping, when we lose
Internet connectivity.

It is important to familiarize with the
settings and get some experience in administering and
troubleshooting, if needed. One critical yet simple action is to change
the default password, to protect both the users and the router from
bad guys.

STEPS TO CHANGE THE ROUTER’S DEFAULT PASSWORD

The precise steps may differ depending the make and model of the
router. The popular Linksys router is used as an example, but the
process is more or less the same.



1 -First need to find the IP address of your router. There are two
ways of doing this:

1a. Through the windows command line:
Press Windows+R to open “Run” box. Type “cmd” and then click “OK”

to open a regular Command Prompt. Type “cmd” and then press
Ctrl+Shift+Enter to open an administrator Command Prompt.

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open: ""J.

Cancel Browse...

In the command box type: ipconfig /all:



Administrator: C:\Windowshsystem32\cmd. exe

Microsoft Windows [Uersion 6.1.76801]
Copyright (c> 20089 Microsoft Corpon

Type “ipconfig/all”
then press [Enter].

C:\Users\—03>ipconfigrall

Your router’s IP address is shown as the “Default Gateway”:

-~

Administrator: C:\Windows\system32hcmd.exe
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1b. Through a public online database:

Open a web browser, e.g. Google Chrome and type the web address
(link) https://www.routeripaddress.com/to visit the website, as shown
in the image below. In the search filed type your router’s make:

() @ https://www.routeripaddress.com \C‘
Q

- EindiYour i :
" RouteriPAddress.con | BY Brand | By Model | Biog | Add Router "'nksys

# Router IP Database with 3,515 Router Details and Default Settings from 548 different Router Brands \

Advertisements

Netgear D-Link Linksys TP-Link
WNR3500, N300 Wireless-N Router with DIR-501, DFL-1660, DGS-1100-08P 8-Port AM200, E3000, AC1900 Dual Band SMART TL-WR702N Wireless N150 Travel Router
4-Port Ethemet Switch, WPN824 EasySmart Gigabit PoE Ethernet Wi-Fi Gigabit Router (EA6900) Nano Size, Multifunction, 150Mbps,

TL-WR340G, TL-WR340GD

Cisco ASUS Belkin Zyxel
Factory Refurbished Cisco Linksys E2500 DSL-G31, Dual-Band Wireless-N Range N750 DB Wireless-N Dual-Band USB Adapter, = P-600RU-T1 v2, NWA1123-AC Dual-Radio
Advanced Simultaneous Dual-Band Extender, WL-550gE F5D6230-3, F5D8233-4 802.11ac Ceiling Mount PoE Access Point,
Wireless-N Router, Cisco RVS4000 4-port P-660HW-D3

Gigabit Security Router - VPN, SPA2102

Find the right model and click on it. The router’s IP will most likely be
noted as Default IP Address:

# Linksys Router WRT54GL Wireless-G Router Details
Advertisements

Provides convenient wireless connectivity for your home. Supports the popular Wireless-G (802.11g) standard, and is compatible with Wireless-B devices. Offers transfer
rates of up to 54Mbps.

Router Details and Default Settings

Manufacturer Release Date Default IP Address Default Password Default Username

Linksys 03/2012 192.168.1.1 linksys linksys



Can you also see the Default username and
password? This is why we need to change it!

2.0pen a web browser, e.g. Google Chrome and type the IP
address that you have noted in the previous steps
https://192.168.1.1/. This will take you to your router’s
management page and will ask you for the username and
password:

Connect to 192.168.1.1

A

User name: L £ v

Password:

[ Tremember my password

OK } Cancel




3. The username and password tuple is either admin admin,
linksys linksys, blank username and admin for password, or it
can be printed on a sticky label at the back of your router. Upon
typing the correct combination you will logon to the admin
pages of the router. Click on Administration/ Management:

Address | 48] htp: //192. 168, 1. 1Manage. him b Go

LINKSYS'

A Division of Cisco Systems, Inc. Fierssace Veesion: v1.00.1
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Lesson Assessment

Can | find the IP address of my router?

Can I discover the login information to
access my router?

Can | change the router password?




